Columbia Law School

Scholarship Archive
Center for the Advancement of Public Integrity
(Inactive)

Research Centers & Programs

2017

Balancing Integrity with Privacy Interests: Fighting CyberCorruption with Background Checks
Robin J. Kempf
Chelsea Binns

Follow this and additional works at: https://scholarship.law.columbia.edu/public_integrity
Part of the Law Commons

Balancing Integrity with Privacy Interests:
Fighting Cyber-Corruption with Background Checks
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background checks are utilized to mitigate employee risk of cybercrime in the financial industry. The practices of
this heavily regulated industry serve as an ideal example for the public sector, which is increasingly targeted by a
highly dangerous form of public corruption: internal cybercriminals.
Introduction
Workers in the United States are estimated to be responsible for 80 million cybercrimes each year against their own
employers. In the public sector alone, employees perpetrate over half of all cybercrimes, including cyberespionage,
which is now the most common attack in the public sector. Such cyberespionage attacks are facilitated with “spearphishing” emails that steal electronic data. In 2016, Charles Harvey Eccleston, a former Department of Energy
(DOE) worker, was arrested after pursuing a spear-phishing cyberattack against fellow DOE employees. Eccleston
also attempted to sell top secret DOE data to an undercover operative. The risk of employee-perpetrated
cybercrime is something public managers must take seriously.
One method used to proactively reduce the risk of corruption – whether cybercrime, embezzlement, or other
corrupt acts – is to perform background checks on job applicants; however, overly intrusive background checks
may compromise applicants’ rights to privacy. Further, employers run the risk of perpetuating discrimination against
disadvantaged applicants. It can be challenging to balance those competing considerations, especially when hiring
public sector workers who will have access to sensitive computerized information.
For lessons on how to balance these competing interests, we turn to the financial sector, an industry critical to the
world economy, and one with experience in the kind of cybersecurity issues now confronting the public sector.
Although both sectors are targets for cyberattacks, in 2016, the financial industry was subject to more cyberattacks
than any other sector. As a result, hiring in the financial industry has become heavily regulated, with a particular
focus on background checks of applicants. An examination of how background checks work in the financial sector
can help illuminate how public employers may want to approach background checks and better balance the interests
of applicants, employers, and society at large.
Balancing Interests when Using Background Checks
Employers have an interest in compiling information about an individual to help determine his or her eligibility and
fitness for employment. Why? For one thing, surveys have found that over half of people lie on their resumes.
Background checks certainly do not guarantee a problem-free workplace, but they are a time-tested, proactive step
to pinpoint and prevent potential problems. At a minimum, background checks help employers make better, more
informed hiring decisions. Typically, background checks include verifying applicants’ claims of education, past
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employment, and military service. Yet, more extensive processes may explore items of an applicant’s past which
could shed light on his or her character or potential to commit a crime on the job. Studies have confirmed that
criminal history is one of the strongest predictors of future bad acts.1,2,3 As a result, a background check may include
a person’s criminal history, along with past civil court cases, such as divorce and bankruptcy proceedings, or
relevant regulatory and licensing requirements and any past violations thereof.
In the United States, background checks are generally legal and widespread. Some types of jobs, such as those in
which employees work with vulnerable populations, require background checks by law, but one study found that 96
percent of organizations in all sectors use some minimal type of background check as an investigative tool whether
required or not.4 Generally, the decision to conduct a background check is up to the employer.
While an important component of the background check is a criminal history search, such searches are not always
conducted. According to the Society of Human Resource Management (SHRM), 73% of employers conduct a
criminal check on applicants.
Private sector employers are highly incentivized to perform criminal checks to avoid legal liability for negligent
hiring or retention. In fact, avoiding liability is the justification most employers use for conducting criminal history
checks on job candidates. Yet the extensiveness of these background checks has limits. Courts have stated
employers must demonstrate that the information collected in a background check is directly related to the
responsibilities of the position and consistent with a business necessity.
On the other hand, job applicants, like all individuals, have an interest in keeping their personal affairs private. In
fact, the Fourth Amendment to the U.S. Constitution provides individuals with a right to privacy in their personal
information. In a world of ubiquitous social media usage and easy access to information online, privacy can be
harder to protect than ever; yet, ideally, job applicants should be judged based on their professional qualifications,
rather than on their private backgrounds unrelated to the job needs.
Also problematic is the fact that over-zealous background
checks may compromise other societal priorities. Scholars and
In 2016, the financial industry was subject to
practitioners suggest that background checks may provide a
pretext for discrimination based on class, race and ethnicity, or
more cyberattacks than any other sector.
gender identity. As such, background checks are limited by the
constitutional and legal protections on applicants’ privacy,
which are enforced by common law torts or civil rights suits. Under Title VII of the Civil Rights Act of 1964,
employers are prohibited from treating similarly qualified applicants differently because of their race, natural origin,
or other protected characteristic. If discrimination based on criminal record has a disparate impact on protected
classes, the employer must show the exclusions are job related and consistent with business necessity. The EEOC
provides guidance for all industries on how criminal records are to be utilized by employers to prevent
discrimination.
Additional laws provide applicants with more protections. Under federal law, employees and applicants have the
right to be informed before an employer asks any third party to perform a background check on them (although the
employee or applicant need not be informed if the employer performs the check). Also, several local and state
jurisdictions have decided that asking applicants to check a box on a job application indicating a past criminal
conviction may unfairly stigmatize ex-offenders trying to reintegrate into society. For this reason, many jurisdictions
have passed “Ban the Box” laws to limit how employers can ask about applicants’ criminal records. Specifically,
government employers are encouraged to reserve the criminal history check until the end of the application process,
to avoid inadvertent discrimination.
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In the public sector, the background check process is inconsistent. In the federal government, a basic criminal
history check is always included in the hiring process. However, the federal government recently instituted a “Ban
the Box” rule requiring all federal employers to ignore the results of that research until later in the hiring process. At
the state and local level, a “fragmented patchwork of laws” exists concerning the use of criminal background
checks.
Given this complicated legal landscape, how do public employers balance their need to prevent internal cybercrime
with applicants’ rights to privacy? Reference to the financial industry provides lessons about how the public sector
might approach the use of background checks in the hiring process.
Background Checks in the United States Financial Industry
Applicants in the financial industry are legally subject to heightened scrutiny, because of their fiduciary
responsibilities and potential to inflict widespread economic harm. Evidence has also demonstrated that applicants
in this industry often lie on their resumes. Regulators specifically require financial industry employers to consider
the criminal background of employees during the hiring process. The stringent background checks in this industry
allow employers to preemptively reject potential workers who may pose cybersecurity threats. Employee privacy is
considered secondary to this mission. As a result, this industry has been made exempt from “Ban the Box” laws.
Several laws, regulations, and universal practices, summarized in the following table, govern the background check
process. The table illustrates two significant elements to hiring in the financial industry. First, background checks are
required for all applicants. Second, several types of past crimes provide a complete bar to employment to many
types of finance jobs: dishonesty, breach of trust, money laundering, drugs, or other financial crimes.
Table A: Background Check Laws in the U.S. Financial Industry
Applicable Law or Regulation
Requirement
Federal Deposit Insurance (FDI) FDIC-insured depository institutions may not hire individuals who have been
Act, Section 19
convicted of criminal offenses involving dishonesty, breach of trust, money
laundering, or drugs without the prior written consent of the FDIC.
Financial Industry Regulatory
Authority (FINRA) Rule 3110(e)

Gramm-Leach-Bliley Act
(GLBA), also known as the
Finance Services Modernization
Act of 1999

FINRA-member securities broker-dealers “shall ascertain by investigation, the
good character, business reputation, qualifications and experience of an
applicant before the member applies to register that applicant with FINRA.”
Under the rule, for new hires, firms must conduct a search of “reasonably
available public records” to include criminal history, bankruptcy, civil litigation,
liens and business records.
“Financial institutions,” which are companies that offer financial products or
services such as loans, investment advice, or insurance, conduct “pre-hire risk
assessments” of applicants for positions that have access to “consumer
information.”

Secure and Fair Enforcement for SAFE Act employers, i.e., state-licensed mortgage loan originators, are required
Mortgage Licensing Act of 2008 to conduct a credit background check on applicants for the position of loan
(SAFE Act)
officers. SAFE Act employers must also submit applicant fingerprints to the
FBI for a criminal background check. A license will not be granted to
applicants who have been convicted of a financial crime, such as fraud, theft, or
bribery, including those using technology in a manner that would be considered
a cybercrime.
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What Public Managers Can Learn from the Financial Industry
There are two practical lessons offered by the financial industry’s approach to background checks, which can be
considered by the public sector to balance the interest of the applicants and also address risks of employee
cybercrime.
First, while the public sector wants to avoid discriminatory practices as a model employer, it also needs to recognize
the heightened risk of cybercrime, which suggest greater scrutiny of applicants who want to work with
computerized data. The public sector is lagging behind the financial industry in this way. The identification in job
descriptions of the extent to which an employee will be required access to data is the first step in determining what
should be added to the hiring process.
Second, unlike in the public sector, the background check process in the financial industry is highly regulated and is
consistently applied. This consistency is favorable to the applicant, employer, and society. The regulations set
expectations for the applicant, which apply regardless of where an applicant resides. The disqualifying crimes are set
forth in writing and can be reviewed by all. Candidates who do not meet certain criteria can decline to apply,
preventing embarrassment, which also saves the employer from interviewing unsuitable candidates. This regularized
approach would serve public managers who are hiring for positions that deal with sensitive data.
Although a comprehensive legislative model utilized in the financial industry is unlikely to be imposed in the public
sector, especially in a uniform manner on the state and local levels, public sector managers should voluntarily
consider implementing a more vigorous and consistent background check process as is used in the financial
industry. This should at a minimum include:
 Recognizing which positions require access to sensitive electronic data
 Identifying the types of criminal conduct, such as fraud or misuse of technology, that would disqualify a
candidate from being hired for those positions
 Assigning an individual who will not make the hiring decision or supervise the position to collect the
background information and only pass on information that might disqualify the individual
Ultimately, with careful thought and execution, the interests of all parties can be served in a hiring process that
includes a thorough background check. In this way, applicants’ rights to privacy will be protected as will the public’s
data.
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